GOVERNMENT OF THE DISTRICT OF COLUMBIA

TASK ORDER/DELIVERY ORDER FOR SERVICES
OFFEROR TO COMPLETE BLOCKS 18 & 29

1.REQUISITION NUMBER

RK109518

PAGE

10f9

2, TASK ORDER AGREEMENT NO.

Cw68328

3. Award/Effective Date

See Block 30c.

4. CONTRACT NUMBER

AR233-(14-19)

5. SOLICITATION NUMBER

DOC421584

6. SOLICITATION ISSUE DATE

01/08/2019

7. FOR SOLICITATION INFORMATION
CONTACT Email:

georgette. johnson@dc.gov

A. NAME

Georgette Johnson

B. TELEPHONE (Mo Coliect Calls)

202-727-1104

8.0FFER DUE DATE:

01/18/2019

9. ISSUED BY

Office of Contracting and Procurement
Information Technology Group
441 4™ Street, N.W., Suite 700 South

Washington, D.C. 20001

10. THIS ACQUISITION IS

[0 UNRESTRICTED
[ SET ASIDE

[0 SMALL BUSINESS
[0 SMALL DISADV. BUS.
O bcss

%FOR

SIC:
SIZE STANDARD:

11, DELIVERY FOR FOB
DESTINATION UNLESS
BLOCK IS MARKED

12. PAYMENT DISCOUNT
TERMS

R N/A Net 30 days

[J 13. RESERVED

14, METHOD OF SOLICITATION

B4 RFTOP [ RFQ O FB O RFP O 2-sTEP

5. CONTRACTOR / OFFEROR

Networking for Future, Inc.

1331 Pennsylvania Avenue N.W.

Washington, D.C. 20004

15A DUNS NO.

15B TAX ID NO.

16. PAYMENT WILL BE MADE BY CODE

Office of the Chief Technology Officer/ Accounts Payable

200 | Street, S.E.,

Room 5410-D

Washington, D.C.

20003

17. DELIVER TO

Office of the Chief Technology Officer

200 | Street, SE, 5th Floor
Washington, D.C. 20003

18. ADMINISTERED BY

Office of the Chief Technology Officer
200 | Street, SE, 5th Floor

Washington, D.C.

20003

18A. CHECK IF REMITTANCE IS DIFFERENT AND PUT SUCH ADDRESS IN OFFER
a

BLOCK BELOW IS CHECKED

[0 SEE ADDENDUM

18B. SUBMIT INVOICES TO ADDRESS SHOWN IN BLOCK 16 UNLESS

19 20 21 22 3 24
IEM SCHEDULE OF SUPPLIES/SERVICES GUANTL | I | (LSRRG ANGURT
NO.

0001- | See Attachment B 1 Lot | ---- $163,796.00

0004

25, ACCOUNTING AND APPROPRIATION DATA

PURCHASE ORDER NO.

26. TOAL AWARD iFor GovT, USE ONLY |

$163,796.00

27. CONTRACTOR 1S REQUIRED TO SIGN THIS DOCUMENT AND RETURN ONE COPY TO THE
ISSUING OFFICE. CONTRACTOR AGREES TO FURNISH AND DELIVER ALL ITEMS SET FORTH
OR OTHERWISE IDENTIFIED ABOVE AND ON ANY ADDITIONAL PAGES SUBJECT TO THE TERMS
AND CONDITIONS SPECIFIED HEREIN, THIS ORDER |5 ISSUED SUBJECT TO THE TERMS AND
ILCJP-IDI'FTNE' OF THE DC SUPPLY SCHEDULE CONTRACT, FEDERAL SUPPLY SCHEDULE

ALT ]}JR COORERATIVE ARGEEMENT IDENTIFIED IN BLOCK 4.

CONTR

SUPPLY §

28. THE FOLLOWING DOCUMENTS ARE INCORPORATED BY REFERENCE INTO THIS
TASK ORDER IN THE FOLLOWING PRIORITY: (1) CONTRACTOR'S Technical proposal
THIS ORDER |5 ISSUED SUBJECT TO THE TERMS AND CONDITIONS OF THE DC

E CONTRACT, FEDERAL SUPPLY SCHEDULE CONTRACT OR

29A. SIGNAFURE OF rPFFEROR I
f?ﬁm e dek,

INTRACTOR

1
CTING OFFICER)

29B. NAME AND TITLE OF SIGNER (TveE o PRINT)

Steve Hancock, VP of Sales

29C. DATES IGN[a

01/31/2019

ica Hariri

Contracting Officer

CONTRACTING OFFICER {TYPE GR PRINT

="

30C DATE SIGNED

/)7




Task Order Agreement No. CW68238

1.

6.1

6.2

6.3

7.1

SERVICES REQUIRED

The Office of Contracting and Procurement, on behalf of Office of the Chief Technology Officer, seeks a
Contractor to provide Cisco Professional Services to structure a methodology to planning and executing a
network migration to new Nexus 7700 series switches. This upgrade will provide the District government
with stable and dependable data center switches to meet the growing service demand of the District agencies,
federal government partners, public safety partners, and public Wi-Fi services.

CONTRACT NUMBER

AR233 (14-19)

TASK ORDER NUMBER

CW68238

TERM OF CONTRACT

The base period of performance shall be one year from date of Award.
CONTRACTING OFFICER (CO)

Contracts may be entered into and signed on behalf of the District Government only by Contracting Officers.
The name, address and telephone number of the Contracting Officer for this task order is:

Monica Hariri

Contracting Officer

Office of Contracting and Procurement
Washington, DC 20001

Telephone: 202.724.5069

E-mail: Monica.Hariri@dc.gov

AUTHOIZED CHANGES BY THE CONTRACTING OFFICER

The CO is the only person authorized to approve changes in any of the requirements of
this contract.

The Contractor shall not comply with any order. directive or request that changes or modifies the
requirements of this contract. unless issued in writing and signed by the CO.

In the event the Contractor effects any change at the instruction or request of any person other than the CO,
the change will be considered to have been made without authority and no adjustment will be made in the
contract price to cover any cost increase incurred as a result thereof.

CONTRACT ADMINISTRATOR (CA)

The CA is responsible for the technical administration of the contract and advising the Contracting Officer
as to the Contractor’s compliance or noncompliance with the contract. In addition, the CA is responsible for
the day-to-day monitoring and supervision of the contract, of ensuring that the work conforms to the
requirements of this contract and such other responsibilities and authorities as may be specified in writing by
the Contracting Officer. The CA for this task order is:

David Clow

Associate Chief Technology Officer, DC-Net
Office of the Chief Technology Officer (OCTO)
Telephone: 202-715-3823
Email:David.Clow(@dc.gov
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7.2

73

8.1

8.2

8.3

9.1

9,2

It is undérstood and agreed that the CA shall ot have the authority to make changes in the

specifications/scope of work or tetms arid conditions of the contract.

Contractor shall be held fully responsible for any changes not authorized in advance, in writing, by the
C‘ontracnng Officer; may be denied compensatmn or other relief for any- -additional work performed that is

ndt so atthorized, and may alse berequired, at no additional cost to thie District, to take all cotrective action:

necessitated by reason-of the unauthorized chariges.

PAYMENT

"The District wil! make payments to the. Contractor, upon the submission of proper invoices, at the prices

snpulated in this contract, for supplies delivered and accepted or services performed and accepted, less any
discounts, allowances or adjustments provided for in this. contract.

The:District will pay the Contractor ot or before the 30th day. after receiving a proper invoice from the
Contractor;

The District foltows a specific policy for services related to"SoﬁWarc;'HardWare majntenance/licenses and

support secvices: These.services must be provided and billed with in the districts fiscal year (10/1 to
09/30). Invoices shoald. only cover one fi sca] year.and the District cannot be held liable for any such
setvices not bifled-and paid within the same fiscal i year {October [ to September 30). The District issues-
separate payment for éach fiscal year for accounting and budgetary reasons.

By accepting this contract; for Software/Hard ware maintenatnice/licerises and' ‘support. services, you agrée
that a proper invoice constitutes.a service period that cavers only October 1 through September 30.

INVOICE SUBMITTAL

The Contractor shall submit properinvoicés on a monthly basis of as otherwise specified in the contract.

The Contractor shall submit payment requests in électronic format: through the DC Vendor Portal
www.vendorportal.de. gov by sélecting the applicable purchase order number which'is listed on:the
Contractor’s profile.

To constitute a proper invoice, the:Contractor shall attach to all payment requests the invaice and all

suppotting documentation or information.

'ATT-A"CH'MENT_S
Attachment A — Statément of Work

Attachment B - Price Schedule
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ATTACHMENT A
Statement of Work.

Al

AZ

A3

A

AS

Scope

The Office-of Contrat.tmg, and Procurement, oh behalf of Office of the Chief Technology. Officer, seeks a
Contractor to prowde Cisco Professional Semces to structure a methodology to planning and executinga
network migration to new Nexus: 7700 series switches. This' upgrade will provide the District government
with stable and dependablé data center switches to meet the growing service-demand of the District
agencies, federal governmént partners, public safety partners, and public Wi-Fiservices.

Applicable Documénts
‘Not applicable.
Définifions.
Notapplicable;
Backgrounit

The District government’s OCTO data centers.are utilizing Cisco’s Nexus 7000 Switchies that are reaching.
end of support status. The District has procured and is planning to upgrade to new Cisco Nexus, 7700
$witches. Due to the mission criticality of the data centers, complexity of network services, and D:smct:__
.agencles application inter-dependencies, DC-Net rust deliver . successful -network ‘migration, with
minimum impact to governmient opérations. AS part of the seivice requiremerits for this _procurement; the
District government will replace end of llfe/support ‘equipment, incréase. the capacity of the data center
:switching fabric, -and expand the data center service: delivery options as described in the requirements.below,

Requirements’
A5.1  Solution Design

AS.0.1  The Contractor shall create, consclidate, and optimize.the solution desi gn. The Contractor shall
create a Solution Design that includes, at minimum, High-Level Design {HLD) documentation’
that meets District’s current and future-state of government requirements and Low-Level Design
{LLD) documentation required to confi igure each component of the migration solution. As part of
this selution désign, the Contractor shall develop a planto-determine if the nietwork solution is
ready for-use as described in thie following requirements.

A.5.1.2  The Contractor. shall conduct interviews with key OCTO stakeholders to review provided
information including completing the following tasks: a) Validate that chosen platferms, features,
and functions meet: design objectives; b) Réview OCTOQ provided design documents to. confirm
atignment with Cisco best practices for implementations, and OCTO business reéquirements and
desugn goals, ¢) ldentify design and configuration improvements for performance, scalabitity,
seclirity, and-availability; and dy Review software recommendations for required. Cisco devices.

AS.1.3  The Contractor shall draft the Solution Design Document, which will contdin as-built arid
proposed high-level design.

A514  The Contractor shall provide the Solution Design Document to OCTO for final review and
approyal.

AS515 The Contractor shall coniduct six (6) business-day €xecutive presentation of the Solutioh Design
Document for key OCTO stakeholdets and project sponsors.

A516  TheContractor shall identify a designated Account Manager. The Account Manager must be
qualified to manage of all requirements and deliverables of this contract.
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A5:1.7

A5

AS521

AB522

A523

AS24

A526

AS527

A5238

AS209

The Contractor shall provide Weeklyand Monthly status reports to update stakeholders on the
pioject progiess.

Configuration Migration & Implementation Plan
The Conteactor shall conduct a workshop with OCT._O..?S teams {to.include DC-Net, ECIS, and

other assigried project managers and technical personnel) to gather and-agree upoh the migration
requiterients and review current design practices. Resulting from this workshop, the Contractor

shall make récommendatiotis for changes within the data center infrastructure that may include,

but, not limited to intégraticn of Cisco Routin g/Switching, _Wi_re_léss, Unified Communication, and
Security infrastructure withiin OCTO’s data center design, analysis.of change management and
incident management practices, and considerations for scalability, availability, zoning, domain
configuration, and backup and restore, '

The Contractor-shall create a Configuration Migration Plan, The plan, at a minimum, shall pfovide
miigration steps aligned with the existing design document, as well as operational changes and
switchover dependencies.

Based on:the HLD, the: Contractor shall create a phased schedule of migration events and activities
10 infraduce new hardware and protocols.into the network,

The Contractor shall-identify nétwork dependencies, impact, and provide risk mitigation steps for

migratieri.

The._-'_(f.‘.on_tractor shall work with OCTO to, create, at minimumn, the following to be included in the
Cenfiguration Migration Plan: 2) Analysis and integration of currernt Cisco switching platform

" corifigurations to new Nexus 7710 Platform; b) Analysis:of any changes for which the OCTO

operations staff should be alerted; and ¢) Identification of any switchover dependencies.

The Contractor shall document requirements, define scope, and identify any dependencies,
<caveats, and issues to be remediated prior to installation/migration.

The Contractor shall provide the Configuration Migeation Plan to QCTO-for final review and
approval.

The Contractor shiall conduct a remoteé/onsite Implementation Planning Workshap with OCTO
personnet to review and agree on OCTO’s mi gration Tequirements-and plan the detailed migration
steps, including review of curent design practices and recommendations for-changes within the
data center’s infrastructure. Recommended changes of the-data centei’s.infrastiucture shall
include; & minimum: a} integration of switch infrastructure within OCTQ- data denter design; b}
Analysis of OCTO change management and incident management practices; and c) Scalability,
availability, zoning, domain configuration, and backup and resto

The Contractor shall create a.detailed Migration Implementation Plan, to.include, at miniibum:.
A.  Stepsto migrate existing solution to newly deployed Ciseo solution, aligned with thie
Solution Design Décument; '

Any changes for which the OCTO operations staff should be alerted;

Any switchover dependencies;

Any contingency and roll-backs; and _

Any test plans to validate OCTO applications performance and operation,

monNw

A.5:2.10The Contractor shall provide the detailed Migration Implementation Plan to OCTO for review arid

A.5.3

A53.1

approval.
Migration Execution

The Contractor shall perform the activities and tasks associated with the execution of the
Migration Implemeniation Plan
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A.6

A.532  The Contractor shdll review the detailed:Migration [mplementation Plan. with DC-Net to
reconfirm the migration schedule.

A533 The Contractor shall perform migration of the existing switches to the new Nexus 7700
environmert in accordance: with the’ chaiige management approval process and the detailed
Configuration Migration & Implementation Plan,

A.5.3.4  The Contractorshall incorporate new equipment in the OCTO Network Monitoring and
Management Systems.for full production supportand governance.

A54  Knowledge Trarisfer’

A.5.4.1  The Contractor shall perform knowledge transfer educating OCTO staff with important;
information about the migration and upgraded solution(s). This includes, at minimum; providing
relevant training; collateral, and handoff procedures.

A.54.2 The Contractor shall provide. infosmation to OCTO: regarding any recommended prerequisite
courses for OCTO persennel to-attend the Knowledge Transfer Wurkshop(s)

A543 The Contractor shall. prowde a new Production Opérations and Runbooks and ‘eanduct a minimum
of two d-hour sessions for the Knowledge Transfer Workshop(s) specific to the new Production
Operations and Runbooks at DC-Net facﬂltles at a time and-date agreed by OCTO,

A544  The Contractor.shall deliver to OCTO digital copy. of the material presetited at Knowledge:
Transfer Workshop(s) in a Microsoft PowerPoint and PDF formats.

A.54.5  The Contractor, if determined needed by the District, shall offer optional three remote 4-hour -
sessions for l\now]edge Transfer Workshop(s) on additional topics relevant to the Cisco Nexus
products and technologies déployed in DC-Net productmn network. Cost for optional training fo
be provided by the Contractor separately per'4-hour session.

AS54.6. The Lnow!edge Transfer Workshop(s) will be, facilitated by a Cisco Advanced Services. -engineer
ot other CCDE/CCIE Data Center accredited senior-level network engineer.

A.54.7  The Contractor shall provide post production. support and assist in opening and-resotving TAC
Cases for operational issues throughout thie project and for 30 days after the completion of the
final production turi gver..

Assumptions

A6l OCTQ wiil pérform all racking, stacking and cabling,

A6.2 A Solution If)__esign’Docume_nt consists of HLD, LLD, Im'ple'mentat'ii)n' and Mi'_gr’a't'ion- Plan.

A03 Migration corisists of replacing the current Nexus . 70.10%s (2 per DC) with 4 Nexus 7710's. All.
other downstream switches. are to be-accounted for in the design and migration plan.

A64 Each data center migration will take ‘place during scheduled and appioved fhaintenance
window(s) of 4-hours or.more.slots with minimum disruption to gavernmerit applications.-

A, 6.5 Migrations will be supported on site-by Cisco resources.

A. 6.6 Design Review:is:inscope td-assess the environment before  any migrations oceur.

A.6.7  VXLAN, OTV, and/or Fabricpath are out of scope.

A.68  OCTO's dataceiiters include upto.50 Nexus 5k's and 2K's within the network at each. DC.
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A7 Deliverables

Item No. CLIN ‘Deliverable Quantity Format and Method .Due Date

Reference . of Delivery
0001 A5 1.6 Account Manager contact 1 " Electronic/E-mail Thirty business
' information (i.e. phone number, Message days from date
email) ' of Award
0002 AS517 Weekly Status Report 1 Electronic/Excel or Every Week
' PDF
0003 AS5LT Morithly Status Repoit 1 ‘Electronic/Excel or Every Month
‘PDF
0003 ALLL Solutions Design i Electronic/E-mail. To Be Agreed
' Message or Drop-off | Upon
of digital copies of the
package containing
'HLD, LLD,
Emplementation, and
Migration plans in
MS-Word,
-PowerPoint, and Visio
format.

0004 AS527 " Configuration Migration Plan 1 Electronic/Word, To Be Agreed
Excel, or other Upon
document formats. '

0004 | A5:2.9 Implementation Plan 1 Electronic/Word, To Be Agreed
Excel, or other Upon
document formats.

0005 A543 Production Operations Runbook | 5 Electronic/Word,. To Be Agreed
Excel, orother Lipon:
document forinats
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ATTACHMENT B
FPRICE SCHEDULE
Contract Price
Line Ifem Descrinfion:
Number :ription:
{(CLIN) _
0001 Solution Desian $40,949.00
0002 | Configuration Migration & Implementation Plan Development $40,949.00
0003 | Migration Execution $40,949.00
0004 | Knowledge Transfer $40,949.00
Total Price $163,796.00




